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1.1 Jamming in ORAN O
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Open RAN

« RAN #£4L24(DU, CU, RU)9 & Y35t

« RIC(RAN Intelligent Controller)dl HiX|= closed-loop algorithm= Salf RANS =2
« E2Node2t RICZ H&SI= E2 interfaceE E3dl Physical layerl metricO| access 7ts
«  RIC LHEQ| xApp, rAppLE metricg 24




1.2 COl. RSRP &
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CQI (Channel Quality Indicator)

e Channel Z2& (1, 1b) HZ LIEHH= &

« Channel-state information(CSl)= CQI, Rl, PMIZ 724, DL channel soundingdiiAl CSI-RSE Edf SH =
« CSIZ jammingd}t 7t & Qe

- gNB7} EH CSI-RSE 7|2 UE7} CQIE £Xol0 gNBZ report

RSRP(Reference Signal Receiver Power)

- 54 WIS HolM Reference signaQ| 4 ZEE LB = 2f (-141dBm, -44dBm)

* Physical layer®ijiX{ CRSE Sall 8=

* RRC layerO|A] cell selec’uom_} handoverz Aot/ Yol st

« RRC measurement configurationg Soff 80| Q7EH, UEE 8%t 24& RRC measurement reportE Saof]
gNBO|| report




1.3 Kolmogorov — Smirnov Test O
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H|2+X HZ dHH (Non—parametric test)

- CIo|H =20 CHet ARH X|A0] GiAL 58 22 A0|2t= 7180] XX| = U A&ot= 8&
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1.3 Kolmogorov — Smirnov Test O
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Kormogrov—-Smirnov statistic

O| BIE H|W5t= HIZ4K 2N it
N 517 RA0|A 2 HIO|E7t 7|Z29| HI0|EQt EUSH B2 2 =X| 201617 Qo Al
2 sample0| A=XX0|H CDFE ALE, H|ASX0|H EDFS Af
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« ZFO{XI CIO|E ME 7|8to2 3 &t 10| A0l B

= 1
E (x) = gZ?:ll (X; <x)
I XA &= (2710] &O0[H 1, HAIO0|H 02 ¢
n : sample 27|
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Cf. CDF (Fx(x) =P (X <x))



1.3 Kolmogorov — Smirnov Test
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@ 0Olz % E£= 257ts¢ HIO|HE 0|&0ot reference’t &= 21 & Lot
@ 42A sample @= F=olH EDFE ?oit
® UM FGtE EHE 0|26}0] “k-s static’S TSIt (B 7 X1 Z|HZ))

Dy = sup|E,(x) — F(x)|
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@ “k-s static”0] HOAM HA|El= 7|& 400 HlWotH = 227}t F2|0[et x{0

THSIL.
D, >c(a),cla) = /—%lna
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' 0.20 | 0.15 |0.10 | 0.05 |0.025|0.01 |0.005|0.001

c[a] 1.073 | 1,138 | 1.224 | 1.358 | 1.48

1.628 | 1.731 | 1.949




2. Previous study @
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K-NN Clustering algorithm
. 7| U U

- EJNHIH : PM Counters/Key Performance Indicator [metric1, metric2] |  on tough e nerbor s ot

— Classification category : C1, C2 1400 . R
. [+] o,
- SHiEA 2F= #E 9 =2 sample o o° g
E 1200 - % %0 o
. = oo &
- = algorithm E 1000 50 #%o0 g %D.:.D oY
- EX HIEH2} 23 samplel| /2| At < 800 . @, o ge o ¢ oo o
- &3 sample & 71X B2 HE|E %= sample k7HE MEH * e00; 00 o gi"
- K719 sample & Ct2] sample0| Z&tHE Class2 &3 00-° o o . °
o %o
. . lm a o L+] °
*  Simulation ) 50 100 150 200

- EXHIH : ISRRE (Interference to Signal Ratio per Resource Element), PM_Counter 1
ISRF (Interference to Signal Ratio per Frame)
— Classification category : 7Hd o / 7t x (2709] class)

= 7tMO| ARLQL ZHMO|X| 242 AR 27tK| reference dataZt 2!




3. Simulation architecture

UE
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CQl

RRC measurement

~ configuration
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4. Simulation & Result

Simulation environment

o Itz : 3.5GHz
« 7|X|= : 24dBm 5G 7|X|= (&Y P S 7H)
« Scenario : non-LOS, industrial scenario0f M2} #UsHAH X = UE

« Channel model : TDLA30 (A|ZtX|H=HE model), link & 1270 22| AR fading channel

« Jammer : 20dBm &£417] (cell ¥2]9| {IX|0§| H{X|, CSI- RS subcarrier2t 8i5H)

Result

* False alarm : xAppO| &2 detectiondt &= (xApp2l AS)
+ Detection : EX|2E (xAppO| MNe

« Sample = &7}
— False alarm &4 : xAppO| MICH= jamming= detection
— Detection &7t : sample 7= Qloll O Lt2 22X H|W 7522 H5 &7t

o HEA 200m vs 24 400m
- O Z 893 I jammer2t UE ALO|2] AH2|7t EH7| 20| EX&E0| O I35

probability
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——false alarm (200m radius)
——detection (200m radius)
- - —false alarm (400m radius)
- — —detection (400m radius)




5. Contribution & Future work @
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Contribution

> CF2 algorithm & &

— Machine learning
« A™MO=Z M2 29| sample & ~ CIoFst Al/ML

= O A=st ozt
. I-:”E‘%Iﬂ __I'L—Jl(—l-—l' UE TI_—EO'” I:Hol_l- 7|_§_>|% KU|perS TeSt( sl |_|:|E)

AIEolX| B2 7HHH2 algorithm

e 2 {3|se alarm

> CI= dataset M &

- RSRP, RSSI, RSRQ
RSRP

RSS

- RSRQ =N X [Watt]
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